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Staff Consultation Forum Meeting Minutes — 22 January 2025

Present: Managing Director: Anthony Roche
Service Director- Resources: lan Couper
HR Services Manager: Rebecca Webb
Staff representatives: Tiranan Straughan, Louis Franklin, Christina
Corr, Andrew Betts, Claire Bernard, Katie Thomas, Reina Gendle,
Melanie Ferdaous
Technical Operations Manager: Mark Robinson
Culture and Facilities Service Manager: Robert Orchard
Assistant Curator: Matthew Platt
Union representative: Dee Levett
Notes: Fallon Rumball Nunan, Ruby Lewis

Circulation: Global

Chair for Meeting:  Christina Corr

1 Apologies and introductions
None
2 Restructure Notices

Leadership Team and Senior Management Restructure- AR presented the
proposals and noted there has been lots of feedback which would be reviewed.
The proposal is to re-balance the responsibilities of Leadership Team. Various
changes are proposed including moving some teams to different directorates and
making the temporary Service Director post permanent. The revised job profiles
have not yet been issued because the initial feedback received indicated there
would likely be further amendments. It was mentioned that there has been
constructive feedback about the changes and this has generally included a lot of
support. It was noted that frequently asked questions will be issued during the
consultation period.

Museum Restructure- Structure was last reviewed in 2015. The proposal to
restructure in recognition that the team are stretched, and are relying too heavily
on a bank of casual staff. The proposal is to introduce a supervisor position. The
supervisor role gives career progression opportunities for the team as well as
improved communication. Feeback on the proposal has included sharing
responsibilities within the team, but the supervisor role is essential for tasks such
as authorising annual leave and peers cannot have responsibility over one
another. There is also a proposal for a career graded Curatorial Assistant who will
report into the cultural services manager.

A representative from the museum team shared that there are some concerns
about this proposal such as a supervisor affecting the team dynamic and staff not
feeling comfortable reporting into an ex-peer. A further concern is that the current
job profile suggests that overseeing the running of the museum is already a



Council

responsibility. It was also mentioned that there are staff members who are
happy/accepting of the changes.

AR: What support could be put in place for the new supervisor?

RO: It appears there is a fear of micromanagement for many members of staff, the
supervisor would receive support and development such as mentoring, coaching,
training.. The role is open to 3 members of staff. A trial on a 1-year fixed term
contract is being considered.

The consultation period has been extended from the 22" to the 29" to ensure
sufficient time to provide feedback. Efforts are being made to reassure staff and
respond to questions and feedback.

Matters Arising from Previous Meeting

None

NHC Update (including HR and Staff Wellbeing Update)

‘The way of the Productivity Ninja’ held on Thursday 16" January was well attended,
and we received positive feedback.

Growzone: A reminder for staff to check they are up to date with essential learning
and training opportunities. There is information on mental health support, including
an article on men’s mental health available on the Hub and Viva engage.

Multi Factor Authentication (MFA) for iTrent will be launched in March. It will
require the Microsoft Authenticator app however there is an alternative option for
staff who do not wish to do this.

Q: Why are we going to start using MFA on iTrent? Has there been any security
breaches?

A: No, there has not been any security breaches however it is being put into place
as a preventative measure.

Upcoming events:

RPR Briefing for New Starters on Monday 3™ February at 10am

New Starter Get Together on 11" February at 3pm

Employee Queries
Q: Are there any plans to have training on the new payment system for MSU?

A: All primary users have received training as a priority, but the plan is to train
everyone. IC to investigate.

IT update


https://north-herts.skillgate.com/access/index-skgc.cfm?prog=53424&who=no060921&go=1&ds=skillbox&ds2=0
https://north-herts.skillgate.com/access/index-skgc.cfm?prog=52286&who=no060921&go=1&ds=skillbox&ds2=0
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Simple Passwords: Following the new attack method ICT performed an internal
security test on the weekend against all internal users Microsoft passwords to test
the strength and complexity of passwords. Although the majority of passwords
were found to be secure ICT were able to identify 33 user’s passwords due to them
not being complex enough. Even though they followed the minimum requirement
of (upper, lower, number & special) a password such as “Football2022!” are still too
simple. Can all users please ensure when setting passwords they use the
recommended 3 word method: This is combines 3 random words with numbers
and symbols.

Examples would be: Knock5Bread*Pardon#40 or %BelieveStarterGenie6l

ICT are looking to bring forward some planned projects to enhance password
security which will remove the possibility of users setting anything deemed too
simple and we ICT will update all once complete.

Emerging Social Engineering Threat: A new threat is emerging which combines
email spamming and posing as remote assistance support from Microsoft.

The attackers first bombard the targets email inbox with a huge number of spam
messages in a very short period. The target is alarmed and may suspect that an
attack is underway. Shortly after, they receive a call from tech support via Microsoft
Teams and the caller asks them to allow remote access to their system so they can
solve the problem. Once remote access is gained then the attacker takes over the
device.

As a reminder:
1. Only NHC ICT Staff can remote access users’ devices to resolve issues.
2. Users must never allow any external person to remote control their
device. (collaboration work with internal colleagues is allowed via
Microsoft Teams).
3. Microsoft will never ever cold call/Teams Call an individual to resolve a
technical problem for a work device or personal device at home.

Tablet replacements will soon be in place, IT are speaking to users to understand
how much they use them and see if the tablet needs updating.

IT Team Update: The team leader post will be filled from February by a current
member of staff so a new helpdesk post will be available for recruitment soon.

IT drop-in Sessions: Any requests for ideas for what to do for upcoming ICT drop-
in sessions are appreciated as the last one was very well received. Plans to circulate
the recording soon.

New Starters: In January there was more than 16 new starters. Reminder to
managers that IT need at least 2 weeks’ notice for new starters in order to get laptop
set up ahead of their first day.

Revised Acceptable Use Policy will be circulated soon, plan is to upload to
Growzone so this prompts users to sign and sends timely reminders if they haven't.

LF: I received a very convincing phishing email from what appeared to be Microsoft.
Also suggested training on how to use Al in the workplace training for an ICT drop-
in session
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AR reminded staff that Microsoft will never directly contact you through email or by
phoning you, if in doubt speak to the IT department

Building Services Update

Rising security concerns from unauthorised people accessing the DCO . The
document circulated set out a guide to be put on the intranet and a sign to go near
the rear door. Mainly giving staff permission to politely challenge.

Additional suggestions were made for an understanding that no one will hold the
door open for each other and a scan infout system to stop unauthorised people from
accessing the building. Suggestions were also made about the door not shutting
quick enough, meaning that people are easily able to follow in behind. Now that we
have fewer people working from the office and more at home, it makes it harder to
be able to recognise people who work for NHC, and all staff are reminded to wear
their badge and question those in the building who are not wearing it.

Overall the process was supported, but with ideas to further strengthen if required.

Green Update
1 Environment Briefing January 2025

Ideas/Suggestions
None

Any other business
None

Chair of next meeting

Louis Franklin

Have something to say?

If you have an issue that you think should be brought to the attention of the SCF, please
contact any SCF representative via phone, email or in person. They will raise your issue at
the next meeting. You will not be identified unless you want to be.

Issues relating to property e.g., broken lift, non-flushing toilets, etc. must always be reported
to Property Services in the first instance: propertyservices@north-herts.gov.uk.

Alternatively, you can send any issues to the SCF inbox - SCE@north-herts.gov.uk.

Representatives (and phone extension):



https://northhertsgovuk.sharepoint.com/:b:/r/sites/LegalCommunityIntranet/Climate%20and%20Sustainability/Monthly%20Environment%20Briefings/1%20Environment%20Briefing%20January%202025.pdf?csf=1&web=1&e=XY7rxv
mailto:propertyservices@north-herts.gov.uk
mailto:SCF@north-herts.gov.uk
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Christina Corr #4325 - Senior Technical Officer

Claire Bernard #4323 - MSU Admin Support Officer

Andrew Betts #4282 - Contracts Officer Waste Management based at Buntingford
Louis Franklin #4262 — Digital Services Officer

Tiranan Straughan #4842 — Housing Policy Officer

Katie Thomas #5021 — Digital and Customer Service Apprentice

Reina Gendle #4188 — Careline Technical Administrator



